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Abstract

We enumerate requirementsand give constructionsfor
the vote storage unit of an electronic voting machine. In
this application, the record of votesmustsurviveevenan
unexpectedfailureof themachine;hencethedatastructure
shouldbe durable. At the sametime, the order in which
votesare castmustbehiddento protecttheprivacyof vot-
ers, so the data structure shouldbe history-independent.
Adversariesmaytry to surreptitiouslyadd or deletevotes
fromthestorageunit aftertheelectionhasconcluded,sothe
storage shouldbe tamper-evident. Finally, we mustguard
againstan adversarial voting machine's attemptsto mark
ballots throughthe representationof thedatastructure, so
wedesire a subliminal-freerepresentation. We leverage the
propertiesof ProgrammableReadOnly Memory(PROM),
a specialkind of write-oncestorage medium,to meetthese
requirements. We give constructionsfor data structures
on PROM storage that simultaneouslysatisfyall our de-
sired properties. Our techniquescan signi�cantly reduce
theneedto verify coderunningona votingmachine.

1 Intr oduction

“Good” votestoragemechanismsarea critical enabling
technologyfor reliableandsecureelectronicvoting. With-
out a “good” vote storagemechanism,votesmight be lost
duringpower failures,anadversarymight beableto unde-
tectablytamperwith the voting recordpost-election,or an
adversarywith accessto the voting recordmight be able
to compromisevoter privacy. Unfortunately, “good” vote
storagein practicehastraditionallynotbeeneasyto obtain,
eitherbecauseof alackof understandingaboutwhattheap-
propriategoalsshouldbe,asin thecaseof Diebold [6], or
becauseof genuinesubtletiesin thedesignof a“good” vote
storagemechanism.

Becauseof thesubtletieswith andimportanceof “good”

vote storagemechanisms,we considerit an importantre-
searchobjective to thoroughly(A) investigatewhat“good”
vote storage actually means, hence the quotes around
“good” above,and(B) investigatehow to build “good” vote
storagemechanismsin practice.

De�ning “good.” We believe a vote storagemechanism
shouldhave at leastthefollowing sevenproperties:

1. Simple: We desirea vote storagemechanismthat is
simpleto implement,analyze,andverify.

2. Reliable: Thevotestoragemechanismshouldnot rely
onfragilemovingpartsorothercomponentsthatmight
fail duringuse.

3. Durable : The recordof votesshouldsurvive unex-
pectedcrashesof thevotestoragemechanism.

4. Tamper-evident: Anyonewith readaccessto thevot-
ing recordshouldbeableto detectpost-electiontam-
pering.

5. History-independent: Assuminganon-maliciousvote
storagemechanism,the contentsof the voting record
shouldnot revealinformationabouttheorderin which
ballotswerecast.

6. Subliminal-free: A maliciousvotestoragemechanism
shouldnotbeableto undetectablyembedcovert infor-
mationinto thevoting record.

7. Cost effective : Election of�cials may only deploy
thesesolutionsif thecostpervoter is not signi�cantly
moreexpensive thanalternative technologies.

Durability is importantbecause,even if the vote storage
mechanismis reliable,catastrophiceventslike power loss
and batteryfailure might causea machineto crash. His-
tory independenceis importantsinceit might otherwisebe
possibleto compromisevoterprivacy if onealsoknows the



orderin whichpeoplevoted[6]. Subliminalfreedomis im-
portantbecause,if thepropertyis notmet,a maliciousvote
storagedevice could usethe covert channelto leak infor-
mationaboutwho votedfor whom [5]. Although a voter-
veri�able paperaudit trail (VVPAT) might alleviate some
of the needfor theseproperties,we still considerhistory-
independenceand the absenceof subliminal channelsto
bevery importantif VVPAT-enabledelectronicvoting ma-
chinesalsomaintaindigital copiesof thevoting record.

Our proposalsfor simultaneouslyachieving theseprop-
ertiesusea combinationof hardwareandalgorithmictech-
niques. We summarizeour proposalsfor simplicity, relia-
bility, tamper-evidence,history-independence,subliminal-
freeness,and durability next, with details in the full pa-
per [10]. We evaluatethe cost effectivenessof our tech-
niquesin Section4.

Scopeof our work. Ourwork focusesontheinteractionbe-
tweenvoting machinesoftware andvoting storage.As we
describebelow in our discussionof an architecturefor an
electronicvoting machine,our adversarialmodel includes
malicioussoftwarein thevotingmachinethatwishesto un-
detectablytamperwith or leak information aboutalready
castvotes. Our key insight is that by properly designing
thevotestorageunit, we canreducewhatmustbeveri�ed
aboutthemaincodeof theelectronicvoting machine.For
example,if thevotestorageunit providestamper-evidence,
weneednotverify thattherestof thesoftwarerefrainsfrom
overwritingpreviouslycastballots.Webelieveourmethods
culdhelpreducethecostto verify votingmachinesoftware.

We assumethat other mechanismswill be usedto en-
surethe physical securityof the polling placeand of the
voting hardware. Physical security is essential. For in-
stance,if thestorageunit canbephysicallyswappedwith an
“identical-looking” unit carryingdifferentvote totals,then
the integrity of theentireelectionprocessis compromised.
Likewise,an adversarywith physical accessto the polling
placecould plant hiddenvideo cameras,mount timing or
power consumptionattacks,or attemptto tamperwith vot-
ing equipment.While important,we do not addressthese
threatsin thiswork; they areoutsidethescopeof thispaper.

2 Our Ar chitecture for an Electronic Voting
System

We now describeour proposedarchitecturefor a Direct
RecordingElectronic(DRE)votingmachine(seeFigure1).
We decomposethe machineinto threeparts: a main DRE
component,a votestorage module, anda removablestor-
age device, representedin the�gure by aPROM. A PROM
is aspecialtypeof storagein whichbitsmaytransitionfrom
1 to 0 but notviceversa.If traditionalantifuse[15] PROMs
arenot readily available,we suggestthat it might be pos-

sible to insteaduseOne-Time ProgrammableElectrically
ProgrammableReadOnly Memory (OTP EPROMs). An
EPROM is a device in which bits maybesetelectronically,
but mayonly beclearedby exposureto ultraviolet light. An
OTP EPROM is an EPROM device in an opaquehousing
thatpreventssucherasure.UsinganOTP EPROM is a re-
laxationof thewrite-oncepropertybecauseOTP EPROMs
can still be resetundersomecircumstances,e.g., if their
protective coatingis removedandif they areexposedto ul-
traviolet light. OTP EPROMs arereasonablyinexpensive,
sowe canafford to useeachchip only once.For instance,
theST MicroelectronicsM27C4001-10B1is a 4MBit OTP
EPROM chip thatcosts$2.75[9].

At the beginning of the election, the DRE component
sendsan Initialize commandto thevotestoragemoduleto
openthepolls. Thereafter, theDRE componenthandlesall
interactionwith the voter andproducesa castballot. The
ballot is in turn passedto thevotestoragemoduleby call-
ing Insert. Thevotestoragemodulewritestheballot to the
storagedevice, usingtheClearbit andReadbit interfaces.
At theendof theelection,theDREinvokestheFinalize op-
eration,which tells the vote storagemoduleto modify the
storagedevice in sucha way as to precludefurther votes
from beingrecorded.Thestoragedevice might thenbere-
movedfrom thevotingmachineandtransportedsecurelyto
electionheadquarters,andthe storedballotswill be avail-
ablefor tallying throughthe storagedevice's Dump inter-
face.

Security assumptions. WeassumethattheDREhasnoac-
cessto writablemediaexceptthroughthevotestoragemod-
ule. Furthermore,we assumethatnoneof theDRE's state
survivesbetweenvoting sessions.We alsoassumethat no
informationcanpassfrom the storagedevice to the state-
lessDRE component.This ensuresthat theonly long-term
storageavailableto the DRE is managedby the vote stor-
agemodule.Our intent is that thevotestoragemoduleis a
smallandeasily-veri�ed pieceof codethatis isolatedfrom
the main part of the DRE. We assumefor the purposesof
this paperthat the ballot re�ects exactly the intent of the
voter;for example,a voter-veri�ed paperaudittrail maybe
usedto checkthemachine's result.Otherthantheserestric-
tions,however, theDREcomponentmaybehave arbitrarily
andadversarially.

3 Approach

Tamper-evident votestorage.Ourapproachfor providing
tamper-evidenceinvolveswhatwebelieve to beanovel ap-
plicationof Manchestercodesandprogrammableread-only
memory(PROM). At a high level, we applya Manchester
codeto votesbeforewriting thevotesto a PROM. This al-
lows us to exploit the fact that bits on a PROM canonly
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Figure 1. Our DRE architecture . The main par t of the DRE has no access to writab le media except
thr ough the vote stora ge module . After each vote is cast, the completed ballot is passed to a special
vote stora ge module that arrang es for it to be recor ded on permanent stora ge.

transitionfrom 1sto 0sandnotviceversa.TheManchester
encodingof an-bit stringx is a2n-bit codewordM (x) ob-
tainedby applyingthemapping0 7! 01, 1 7! 10to eachbit
of x. For example,the Manchesterencodingof the string
101is 100110.

The key propertyof the Manchesterencodingis that if
any setof 1 bits in a Manchestercodeword are �ipped to
0s, thentheresultis no longeravalid codeword. For exam-
ple,if the�rst 1 bit is clearedin 100110, theresultingstring
000110is no longer a valid Manchestercodeword. This
givesusasimpletestto determinewhetheranadversaryhas
tamperedwith datastoredon a PROM: we encodethedata
using the Manchesterencoding,and then later checkthat
the PROM still containsa valid codeword. By the proper-
ties of the PROM, any modi�cation by the adversarywill
resultin aninvalid codeword andsocanbeeasilydetected.
Consequently, Manchesterencodingensuresthatdata,once
written to the PROM, cannotbe undetectablychanged.In
the full paperwe show an extensionof this ideathat uses
only n + dlg(n + 1)ebits insteadof the2n bits requiredfor
a Manchesterencoding. We usePROMs andavoid other
formsof write-oncemedia,suchasCD-Rs,becauseof our
simplicity andreliability goals.

History-independent and subliminal-fr ee vote storage.
We are careful to ensurethat one can implement our
history-independentandsubliminal-freedatastructureson
a PROM, which is not the casewith other proposalsfor
history-independencethatassumeerasablestorage[1, 3, 8,
11]. Even under the restriction of non-erasablestorage,
thereareseveral naturalapproachesfor achieving history-
independencethat use random coins when storing each
vote: for example,to storea vote,selectat randomanun-
usedlocationon thePROM andstorethevotethere.How-
ever, becausea maliciousvotestoragedevice coulduseits
choiceof “random” coinsto leak informationto a conspir-
ator [5], and becauseone might prefer not to assumethe

presenceof a securerandomnumbergeneratoreven in the
absenceof malicious intent, it is also natural to look for
history-independentdatastructuresthataredeterministic.

Suppose­ is thesetof itemswhich onemayinsertinto
our datastructure. If ­ is �nite andfairly small, onecan
createahistory-independentdatastructureby preallocating
a regionof aPROM for eachelementin ­ and,within each
region,countingin unarythenumberof timesthatelement
is inserted.

When­ is large, however, the unarycounterapproach
becomesvery spaceinef�cient. Leveraginganobservation
by NaorandTeague[11] thatthelexicographicorderingof
asetof elementsmustby de�nition behistory-independent,
onecanadoptthe following “copyover list” datastructure
for large­ : to insertanelementinto thedatastructure,sort
thenew elementalongwith theexistingelements,write that
sortedlist to thenext unwrittenportionof thePROM, and
thenerasethe previous sortedlist by settingall its bits to
zero. Notice that the lengthof the just-erasedlist depends
only on thenumberof itemsin thedatastructure,not their
contentor theorderin whichthey wereinserted.Noticealso
thatthecopyover list supportsarbitrarywrite-in candidates,
subjectto aboundon thelengthof thecandidate's name.

We canimprove our spaceef�ciency by eithercombin-
ing the above two approachesor by employing a hashta-
ble, thoughin the latter casewe must take specialcareto
ensurehistory-independenceevenwhentwo elementshash
to the samebucket. The key insight we useto ensurethis
propertyis to implementeachbucketusinganotherhistory-
independentdatastructure,suchastheprevious“copyover
list” proposal. The main improvementin spaceef�ciency
for suchahashtableis thatcopying only occurswhenthere
is a hashcollision. Storingeachbucket asa separatecopy-
overlist yieldsadatastructurewecall alexicographicchain
table.

The resultingstructureis history-independent.Justas
in the caseof a single list, the length and position of



DataStructure Requirements HI TE VSF Space
UnaryCounter j­ j small Yes Yes Yes O(n)
Copyover List None Yes Yes Yes O(n2)

LexicographicTable None Yes Yes Yes O(n log2 n) w.h.p
RandomTable RNG Yes Yes (1) O(n)

Figure 2. Summar y of our data structures and their proper ties. Here RNG stands for “random num-
ber generator .” HI, TE, and VSF stand for histor y-independence , tamper -evidence , and veri�ab le
sub liminal-freedom, respectivel y. Random placement tables are sub liminal-free onl y if the RNG has
been veri�ed to be perf ect.

eachbucket's copyover list dependsonly on thenumberof
itemsin the list. This leavesthe issueof whetherdifferent
amountsof deletedmaterialin eachbucket leak informa-
tion about the order of votes. To seethat this is not the
case,observe that the amountof deletedmaterialdepends
only on thenumberof itemsin eachbucket,which is equal
to the numberof hashcollisions for that bucket. The ad-
versary, however, cancomputethenumberof collisionsit-
self given only the abstractcontentsof the datastructure
and the hashfunction (independentof the order in which
itemswereinserted).Therefore,thisdoesnot leakinforma-
tion abouttheorderin which voteswerecast. We provide
subliminal-freenessusingan ideafrom collusion-freepro-
tocols:thevotingmachinecommitsto therandomhashkey
beforeit seesany votes,thenrevealsthehashkey at theend
of the election[7]. Details and extensionsare in the full
paper[10].

Anotherapproachweconsideris arandomplacementta-
ble, in which we pick a randompositionin a tablewhenan
elementis inserted.If thepositionis empty, theelementin-
sertionsucceedsandthepositionis �lled, otherwiseanother
positionis picked.Themainbene�t of a randomplacement
tableis that it is space-ef�cient. Themaindrawback,how-
ever, is that therandomplacementtablerequiresa random
numbergeneratorthathasto beveri�ed correct;otherwise
a maliciousDRE could mark ballotsor otherwiseleak in-
formationin theorderof placement.We give a comparison
of ourdatastructuresin Figure2.

Engineering issueswith PROM storage. We acknowl-
edgethatthereareengineeringchallengeswith implement-
ing our solutionson PROMs. For example,the atomicity
propertiesof PROMs vary widely; writesmayoccurout of
order or may only partially complete,especiallyin cases
wherelossof power or a crashoccurrsduringa write. We
donotconsidertheseissuesin detailhere,but donotethese
issueshave beenaddressedby othersin othercontexts. For
example,Niijima [12] reportson a log-structured�le sys-
tem designedto achieve goodperformanceanddurability
evenin thefaceof atomicitylimitations.Furthera�eld, but
also illustrating both the limitations of and work-arounds

for similar technologies,Gal andToledosurvey a wide va-
riety of �le systemsdesignedfor �ash memoriesthat use
“wear-levelling” to avoid writing toomany timesto asingle
storagesub-unitbetweenfull resets[2].

In general,this work doesnot cover theseengineering
issues,focusinginsteadon the algorithmicdesignof data
structuresfor votestorage.We considerPROM storageas
an arbitrary-lengtharrayaddressableat the bit granularity,
with atomic operationsto readand set eachbit. Further-
more,weassumethatall operationscompleteoneata time,
in theorderin whichthey areissued.Dealingwith theengi-
neeringissuesof PROM devicesrequiresfuturework. We
note, however, that our datastructuresdo not requirethe
same�e xibility asa general-purpose�le system. In addi-
tion, the performancerequirementsof the vote storageap-
plicationarefairly modest.

Caveat. Whileweenvisionavotestoragemechanismmeet-
ing our propertiesbeingan importantcomponentof elec-
tronic voting machines,vote storageis only oneof many
componentsthatneedto bemadereliableandsecure.Hav-
ing addressedvotestorage,we hopeotherscanaddressthe
remainingportionsof electronicvotingmachines.

4 A SampleCostAnalysis

We now calculatethe cost for implementationsof our
ballot datastructures.We usedatafrom the November2,
2004electionfor precinct213100001in AlamedaCounty,
California1. Our datasetis from theSmartVoterwebsiteat
http://www.smartvoter.org . Thestoragerequire-
ments,andhencecostof storage,dependsonthenumberof
voters,numberof candidates,andnumberof write-ins.

Therewere9 raceswith a total of 31 candidatesand20
(yes-no)statepropositionsor local ballot measures.In the
absenceof accuratepolling placedata,let usderive anesti-
matefor thenumberof votersusingeachvotingmachine.If
we assumeit takes15 secondsto considereachraceor bal-

1Precinct213100001is theprecinctfor theClaremontHotel,siteof the
IEEESymposiumonSecurityandPrivacy.



lot measureover 13 hoursof polling time, this allows for a
maximumof 104voters.For safety, wetriple thatguessand
assumetherearea maximumof 300voterspervoting ma-
chine. In contrast,anecdotalevidencesuggeststhata busy
machinemight receive 100–150votesatmost.

We usea unarycounterto representeachraceor option
in a measure.For theexampleballot,we will use31+ 2 £
20 = 71 unarycounters,onefor every choice. Recallthat
incrementinga unarycounterusesonebit. We mustsize
the unarycounterto be larger thanthe maximumnumber
of expectedvoters; in our case,a total of 71 £ 300=8 ¼
2:60KB suf�ces.

Of course,for eachof the 9 races,the voter is free to
write in the candidateof their choice. A write-in consists
of the candidate's name(30 characterslong) as well as a
unarycounter(300=8 ¼ 38 bytes)for a total of 68 bytes
perdistinctwrite-in. We storeeachracein a separatedata
structure,so a write-in for a candidatein oneracecannot
be linked to any othervotesin that raceor any otherrace.
This providessubliminal-freedomeven in the presenceof
write-ins.

Note that the number of distinct write-in candidate
names(ignoring multiplicity) is likely to be signi�cantly
lessthanthetotal numberof write-in votes(includingmul-
tiplicity), sinceseveral peoplemay write in the samecan-
didate. Obtainingdataon the numberof distinct write-ins
in actualelectionsis tricky, though.Publisheddatafor this
electionindicatesa 0.6%write-in ratefor eachof the local
races.The data,however, is incomplete. In particular, no
datawasavailableon write-ins in nationalraces;also,the
dataavailableto us did not provide the numberof distinct
write-ins. If we make theassumptionthat thewrite-in rate
is uniform acrossall DREs,we would expecteachraceto
have fewer than 0.6% distinct write-ins. Election admin-
istratorsmustbeprepared,however, for signi�cantly more
write-ins.

In Figure3 we displaya graphcomparingthreeof our
constructions2. Thecostis almostentirelydependentonthe
maximumnumberof distinct write-ins per racethat elec-
tion of�cials needto be preparedfor: the greaterthe de-
siredwrite-in capacity, the morechipsthe DREsneed. In
comparison,the cost for storingregular candidates(or re-
peatedwrite-in votesfor a singlecandidate)is negligible.
Using randomplacementtables,the entireelectioncan�t
on a single4MBit chip, evenwith 50 distinctwrite-insper
race. If electionworkersusea copyover list instead,only
two suchchipsarerequiredto achieve the samecapacity.
For our cost estimates,we use the 4MBit OTP EPROM
chip describedin Section2 at a costof $2.75perchip. No-
ticethatthisprovidesatremendousdegreeof over-capacity:

2With the lexicographicchaining table, there is a small chanceof
bucket over�ow. Therefore,for this scheme,we choosetableandbucket
sizessothattheprobabilityof bucketover�ow is nomorethan2¡ 30 .
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Figure 3. Cost estimates for a single voting
machine . Cost is a step function because
we assume that stora ge must be pur chased
in increments of a 4 megabit chip. Note the
expected number of distinct write-ins is less
than 1 per race, so costs remain reasonab le
even if the actual number of write-ins far ex-
ceeds the expected number .

absenta denial of serviceattack, it would be rare to en-
counteraracethatreceived50write-ins(whichcorresponds
to half theexpectednumberof voters),let alone50 distinct
write-in names.Tamper-evidenceis providedby writing a
Manchester-encodedchecksumof thechipasawholeat the
endof theelection,aswe detail in the full version,andso
requiresonly a smallamountof overhead,which we factor
into ourcalculations.

Eventhoughthecopyover list exhibitsquadraticasymp-
totic behavior, it performswell in the voting application.
Lexicographichashchaining,eventhoughit featuresbetter
asymptotics,must over-provision spacefor many distinct
valueshashingto the samevalue; to obtaina suitablylow
chanceof exhaustingthespacein onehashbucket inducesa
high constantvaluethat is hiddenin theasymptoticbehav-
ior.

The costsfor using the randomplacementtablesor a
copyover list comparefavorablywith thecostof anoptical
scanballot. Opticalscanballotscancost$0.10to $0.30per
voter [14]; securelystoringballotson a DRE usingour se-
curevotestoragetechniquescostlessthan$0.05pervoter.

5 RelatedWork

Miccianciode�ned thebasicproblemof privacy for data
structuresandgave a constructionof “oblivious trees”[8].
NaorandTeagueextendedthenotionandgaveseveralcon-
structions,includingthepriority hashchainingconstruction



thatwe build on [11]. Hartlineet al. improvedseveraldata
structuresand studiedrelaxationsof the history indepen-
dencerequirement[3]. Irani, Naor, andRubinfeldshowed
that a Turing Machinewith write-oncepolynomial space
decidesexactly thelanguagesin theclassP [4]; our PROM
modeldiffersin thatmultiplewritesareallowed,solongas
thenew valuecanbeobtainedby �ipping 1s to 0s. Shamos
independentlyproposedusingahashtablewith unarycoun-
tersfor storingvotesin a history-independentmanner[13],
althoughShamos'sschemedoesnotachieveperfecthistory
independence.Thereis alsoa large body of work on im-
plementing�le systemswith solid statestorage,such as
�ash memory. Gal andToledosurvey this work, andNi-
ijima givesanin-depthreportona�ash memory�le system
thataddressesengineeringissueswediscussabove [12, 2].

6 Conclusions

Wehavedescribedconstructionsfor datastructuressuit-
able for vote storageon electronicvoting machines.Our
techniquesexploit commodityhardware, so that the con-
sumablescost for an election is reasonable. Our vote
storagemodule provides a history-independent,tamper-
evident,durable,andsubliminal-freerepresentationmethod
to securelyrecordballots in an isolatedmodule. We be-
lieve that a vote storagemodulewith thesepropertieswill
simplify the designof DRE voting systemsandultimately
enhancethepublic's con�dencein them.
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