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Abstract

We enumeate requirmentsand give constructionsfor
the vote storage unit of an electionic voting madine In
this application, the recod of votesmustsurviveevenan
unexpectedailure of themadine; hencethe datastructue
shouldbe durable At the sametime, the order in which
votesare castmustbe hiddento protectthe privacy of vot-
ers, so the data structue should be history-independent
Advesariesmaytry to surreptitiouslyadd or deletevotes
fromthestorage unit aftertheelectionhasconcludedsothe
storage shouldbe tamperevident Finally, we mustguad
againstan advesarial voting madine's attemptsto mark
ballots throughthe representatiorof the data structuse, so
wedesie a subliminal-freerepresentation\e leverage the
propertiesof ProgrammableReadOnly Memory(PROM),
a specialkind of write-oncestorage medium o meetthese
requirements. We give constructionsfor data structues
on PROM storage that simultaneouslysatisfyall our de-
sired properties. Our techniquescan signi cantly reduce
the needto verify coderunningon a votingmadine

1 Intr oduction

“Good” vote storagemechanismsarea critical enabling
technologyfor reliableandsecureelectronicvoting. With-
out a “good” vote storagemechanismyotesmight be lost
during power failures,an adwersarymight be ableto unde-
tectablytamperwith the voting recordpost-electionpr an
adwersarywith accesgo the voting record might be able
to compromisevoter privagy. Unfortunately “good” vote
storagan practicehastraditionallynotbeeneasyto obtain,
eitherbecausef alack of understandingboutwhattheap-
propriategoalsshouldbe, asin the caseof Diebold [6], or
becaus®f genuinesubtletiesn thedesignof a“good” vote
storaganechanism.

Becausf the subtletiesvith andimportanceof “good”
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vote storagemechanismswe considerit an importantre-
searchobjective to thoroughly(A) investicatewhat“good”
vote storage actually means, hence the quotes around
“good” above, and(B) investigatehow to build “good” vote
storagamechanism#n practice.

De ning “good.” We believe a vote storagemechanism
shouldhave atleastthefollowing sevenproperties:

1. Simple: We desirea vote storagemechanisnthatis
simpleto implement.analyze andverify.

2. Reliable: Thevotestoragemechanisnshouldnotrely
onfragile moving partsor othercomponentshatmight
fail duringuse.

3. Durable : The recordof votesshouldsurvive unex-
pectedcrashe®f the vote storagemechanism.

4. Tamperevident: Anyonewith readaccesgo the vot-
ing recordshouldbe ableto detectpost-electiortam-
pering.

5. History-independent Assuminga non-malicious/ote
storagemechanismthe contentsof the voting record
shouldnotrevealinformationaboutthe orderin which
ballotswerecast.

6. Subliminal-fee: A maliciousvote storaganechanism
shouldnot beableto undetectablymbedcovertinfor-
mationinto thevoting record.

7. Cost effective : Election of cials may only deplogy
thesesolutionsif the costpervoteris not signi cantly
moreexpensve thanalternatve technologies.

Durability is importantbecausegven if the vote storage
mechanisnis reliable, catastrophieventslike powver loss
and batteryfailure might causea machineto crash. His-
tory independence importantsinceit might otherwisebe
possibleto compromisevoter privagy if onealsoknowsthe



orderin which peoplevoted[6]. Subliminalfreedomis im-
portantbecauseif the propertyis notmet,a maliciousvote
storagedevice could usethe covert channelto leak infor-
mationaboutwho votedfor whom [5]. Although a voter
veri able paperaudittrail (VVPAT) might alleviate some
of the needfor thesepropertieswe still considerhistory-
independenceand the absenceof subliminal channelsto
be very importantif VVPAT-enablecelectronicvoting ma-
chinesalsomaintaindigital copiesof the voting record.

Our proposaldor simultaneouslyachieving theseprop-
ertiesusea combinationof hardwareandalgorithmictech-
nigues. We summarizeour proposalsfor simplicity, relia-
bility, tamperevidence,history-independencesubliminal-
freenessand durability next, with detailsin the full pa-
per[10]. We evaluatethe cost effectivenessof our tech-
niquesin Sectiord.

Scopeof our work. Ourwork focusentheinteractiorbe-
tweenvoting machinesoftwae andvoting storage.As we
describebelov in our discussiorof an architecturefor an
electronicvoting machine,our adwersarialmodelincludes
malicioussoftwarein the voting machinethatwishesto un-
detectablytamperwith or leak information aboutalready
castvotes. Our key insight is that by properly designing
the vote storageunit, we canreducewhat mustbe veri ed
aboutthe main codeof the electronicvoting machine.For
example,if thevote storageunit providestamperevidence,
we neednotverify thattherestof thesoftwarerefrainsfrom
overwriting previously castballots. We believe our methods
culd helpreducethe costto verify voting machinesoftware.
We assumehat other mechanismaill be usedto en-
surethe physical security of the polling placeand of the
voting hardware. Physical securityis essential. For in-
stanceijf thestoragaunit canbephysically swappedwith an
“identical-looking” unit carryingdifferentvote totals, then

theintegrity of the entireelectionprocesss compromised.

Likewise, an adwersarywith physical accesgo the polling
placecould plant hiddenvideo camerasmounttiming or
power consumptiorattacksor attemptto tamperwith vot-
ing equipment. While important,we do not addresshese
threatdn thiswork; they areoutsidethe scopeof this paper

2 Our Architecture for an Electronic Voting
System

We now describeour proposedarchitecturdor a Direct
Recordingelectronic(DRE) voting machine(seeFigure1).
We decomposéghe machineinto threeparts: a main DRE
componenta vote storage module and a removable stor-
age device, representeth the gure by aPROM. A PROM
is aspeciatypeof storagdan which bitsmaytransitionfrom
1to 0 but notviceversa.lf traditionalantifuse[15] PROMs
arenot readily available, we suggesthatit might be pos-

sible to insteaduse One-Time ProgrammableElectrically
ProgrammabldreadOnly Memory (OTP EPROMS). An

EPROM is a device in which bits maybe setelectronically
but mayonly beclearedby exposureto ultraviolet light. An

OTP EPROM is an EPROM device in an opaquehousing
that preventssucherasure.Usingan OTP EPROM is are-

laxationof the write-oncepropertybecaus€OTP EPROMs

canstill be resetundersomecircumstancese.g., if their

protectize coatingis removed andif they areexposedto ul-

traviolet light. OTP EPROMSs arereasonablyinexpensve,

sowe canafford to useeachchip only once. For instance,
the ST MicroelectronicaM27C4001-10Blis a 4MBit OTP

EPROM chipthatcosts$2.75[9].

At the beginning of the election,the DRE component
sendsan Initialize commando the vote storagemoduleto
openthe polls. Thereafterthe DRE componenhandlesall
interactionwith the voter and producesa castballot. The
ballotis in turn passedo the vote storagemoduleby call-
ing Insert. Thevote storagemodulewritestheballotto the
storagedevice, usingthe Clearbit and Readbit interfaces.
At theendof theelection the DRE invokestheFinalize op-
eration,which tells the vote storagemoduleto modify the
storagedevice in sucha way asto precludefurther votes
from beingrecorded.The storagedevice might thenbe re-
movedfrom thevoting machineandtransportedecurelyto
electionheadquartersandthe storedballotswill be avail-
ablefor tallying throughthe storagedevice's Dump inter
face.

Security assumptions We assuméhatthe DRE hasnoac-
cesdo writablemediaexceptthroughthevote storagemod-
ule. Furthermorewe assumehat noneof the DRE's state
survivesbetweervoting sessions We alsoassumehatno
information can passfrom the storagedevice to the state-
lessDRE componentThis ensureghatthe only long-term
storageavailableto the DRE is manageddy the vote stor

agemodule.Ourintentis thatthe vote storagemoduleis a
smallandeasily-\eri ed pieceof codethatis isolatedfrom

the main part of the DRE. We assumdor the purposeof

this paperthat the ballot re ects exactly the intent of the
voter;for example,avoterveri ed paperaudittrail maybe
usedto checkthe machinesresult. Otherthantheserestric-
tions,however, the DRE componentnay behae arbitrarily
andad\ersarially

3 Approach

Tamper-evident vote storage. Our approactor providing
tamperevidenceinvolveswhatwe believe to beanovel ap-
plicationof Manchestecodesandprogrammableead-only
memory(PROM). At a high level, we apply a Manchester
codeto votesbeforewriting the votesto a PROM. This al-
lows us to exploit the fact that bits on a PROM canonly
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Figure 1. Our DRE architecture . The main part of the DRE has no access to writab le media except
through the vote stora ge module . After each vote is cast, the completed ballot is passed to a special
vote storage module that arrang es for it to be recor ded on permanent storage.

transitionfrom 1sto Osandnotvice versa.The Manchester
encodingof an-bit stringx is a2n-bit codevord M (x) ob-
tainedby applyingthemapping0 7! 01,1 7! 10to eachbit
of x. For example,the Manchesteencodingof the string
101is 100110

The key propertyof the Manchesteencodingis that if
ary setof 1 bits in a Manchestercodevord are ipped to
0Os, thentheresultis nolongeravalid codevord. For exam-
ple,if the rst 1 bitis clearedn 10011Q theresultingstring
000110is no longer a valid Manchestercodavord. This
givesusasimpletestto determinevhetheranadwersaryhas
tamperedvith datastoredon a PROM: we encodehe data
using the Manchesterencoding,and then later checkthat
the PROM still containsa valid codevord. By the proper
ties of the PROM, ary modi cation by the adversarywill
resultin aninvalid codevord andso canbe easilydetected.
ConsequentlyManchesteencodingensureshatdata,once
written to the PROM, cannotbe undetectablychanged.In
the full paperwe shav an extensionof this ideathat uses
only n + dg(n + 1)e bitsinsteadof the 2n bits requiredfor
a Manchesteencoding. We use PROMs and avoid other
forms of write-oncemedia,suchasCD-Rs,becausef our
simplicity andreliability goals.

History-independent and subliminal-fr ee vote storage.
We are careful to ensurethat one can implement our
history-independeraind subliminal-freedatastructureson
a PROM, which is not the casewith other proposalsfor
history-independenddatassumeerasablestoraggl, 3, 8,
11]. Even underthe restriction of non-erasablestorage,
thereare several naturalapproachesor achiezing history-
independenceahat use random coins when storing each
vote: for example,to storea vote, selectat randoman un-
usedlocationon the PROM andstorethe vote there.How-
ever, becausa maliciousvote storagedevice could useits
choiceof “random” coinsto leakinformationto a conspir
ator [5], and becauseone might prefernot to assumethe

presencef a securerandomnumbergeneratoevenin the
absenceof maliciousintent, it is also naturalto look for
history-independerdatastructureghataredeterministic.

Suppose is thesetof itemswhich onemayinsertinto
our datastructure. If - is nite andfairly small, onecan
createa history-independerdatastructureby preallocating
aregion of aPROM for eachelementn - and,within each
region, countingin unarythe numberof timesthatelement
is inserted.

When- is large, however, the unary counterapproach
becomesrery spacenef cient. Leveraginganobsenation
by NaorandTeagud11] thatthelexicographicorderingof
asetof elementsnustby de nition behistory-independent,
one canadoptthe following “copyover list” datastructure
for large- : to insertanelemeninto thedatastructure sort
thenew elementalongwith theexisting elementswrite that
sortedlist to the next unwrittenportion of the PROM, and
then erasethe previous sortedlist by settingall its bits to
zero. Notice thatthe lengthof the just-erasedist depends
only onthe numberof itemsin the datastructure not their
contentor theorderin whichthey wereinserted Noticealso
thatthecopyover list supportsarbitrarywrite-in candidates,
subjectto aboundon thelengthof the candidates name.

We canimprove our spaceef ciency by eithercombin-
ing the above two approachesr by emplogying a hashta-
ble, thoughin the latter casewe musttake specialcareto
ensurehistory-independencevenwhentwo elementshash
to the samebucket. The key insight we useto ensurethis
propertyis to implementeachbucket usinganothetistory-
independentlatastructure suchasthe previous “copyover
list” proposal. The mainimprovementin spaceef ciency
for suchahashtableis thatcopying only occurswhenthere
is a hashcollision. Storingeachbucket asa separateopy-
overlist yieldsadatastructurewe call alexicographicchain
table

The resulting structureis history-independent.Justas
in the caseof a single list, the length and position of



DataStructure Requirementgy HI | TE | VSF Space
UnaryCounter j- j small Yes | Yes| Yes o(n)
Copyover List None Yes | Yes| Yes o(n?)
LexicographicTable None Yes | Yes| Yes | O(nlog?n) w.h.p
RandomTable RNG Yes| Yes| (1) o(n)

Figure 2. Summary of our data structures and their properties. Here RNG stands for “random num-

ber generator”
sub liminal-freedom,
been veried to be perfect.

eachbucket's copyover list dependonly on the numberof
itemsin thelist. This leavestheissueof whetherdifferent
amountsof deletedmaterialin eachbucket leak informa-
tion aboutthe order of votes. To seethat this is not the
case,obsene thatthe amountof deletedmaterialdepends
only onthe numberof itemsin eachbucket, whichis equal
to the numberof hashcollisionsfor that bucket. The ad-
versary however, cancomputethe numberof collisionsit-
self given only the abstractcontentsof the datastructure
andthe hashfunction (independentf the orderin which
itemswereinserted).Thereforethis doesnotleakinforma-
tion aboutthe orderin which voteswere cast. We provide
subliminal-freenessisinganideafrom collusion-freepro-
tocols:thevoting machinecommitsto the randomhashkey
beforeit seesary votes,thenrevealsthehashkey attheend
of the election[7]. Details and extensionsarein the full
paper10].

Anotherapproactwe consideiis arandomplacementa-
ble, in which we pick arandompositionin atablewhenan
elements inserted.If thepositionis empty theelementn-
sertionsucceedandthepositionis lled, otherwiseanother
positionis picked. Themainbene t of arandomplacement
tableis thatit is space-etient. The maindravback,how-
ever, is thatthe randomplacementablerequiresa random
numbergeneratothathasto be veri ed correct;otherwise
a maliciousDRE could mark ballots or otherwiseleak in-
formationin the orderof placementWe give a comparison
of our datastructuresn Figure2.

Engineering issueswith PROM storage. We acknawl-
edgethatthereareengineeringhallengesvith implement-
ing our solutionson PROMs. For example,the atomicity
propertiesof PROMs vary widely; writes may occurout of
order or may only partially complete,especiallyin cases
wherelossof power or a crashoccurrsduring a write. We
donotconsidettheseissuesn detailhere but do notethese
issueshave beenaddressetdy othersin othercontets. For
example,Niijima [12] reportson a log-structuredle sys-
tem designedo achiee good performanceand durability
evenin thefaceof atomicity limitations. Furthera eld, but
alsoillustrating both the limitations of and work-arounds

HI, TE, and VSF stand for histor y-independence , tamper -evidence , and veriab le
respectivel y. Random placement tables are subliminal-free only if the RNG has

for similar technologiesGal and Toledosuney awide va-
riety of le systemsdesignedfor ash memoriesthat use
“wear-levelling” to avoid writing too mary timesto asingle
storagesub-unitbetweerfull resetd2].

In general,this work doesnot cover theseengineering
issues focusinginsteadon the algorithmic designof data
structuredor vote storage.We considerPROM storageas
an arbitrary-lengtharray addressablat the bit granularity
with atomic operationsto readand seteachbit. Further
more,we assumehatall operationcompleteoneatatime,
in theorderin whichthey areissued.Dealingwith theengi-
neeringissuesof PROM devicesrequiresfuture work. We
note, however, that our datastructuresdo not requirethe
same e xibility asa general-purposde system.In addi-
tion, the performanceequirementsf the vote storageap-
plicationarefairly modest.

Caveat. While we envisionavotestoragenechanisnmeet-
ing our propertiesheing an importantcomponenbf elec-
tronic voting machinesyote storageis only one of mary
componentshatneedto be madereliableandsecure Hav-
ing addressedote storagewe hopeotherscanaddresshe
remainingportionsof electronicvoting machines.

4 A SampleCostAnalysis

We now calculatethe costfor implementationsf our
ballot datastructures.We usedatafrom the November2,
2004 electionfor precinct213100001in AlamedaCounty
Californial. Our datasets from the SmartVoterwebsiteat
http://www.smartvoter.org . Thestoragerequire-
ments,andhencecostof storagedepend®nthe numberof
voters,numberof candidatesandnumberof write-ins.

Therewere9 raceswith atotal of 31 candidatesand20
(yes-no)statepropositionsor local ballot measuresin the
absencef accuratepolling placedata,let usderive anesti-
matefor thenumberof votersusingeachvoting machine.If
we assumet takes15 secondgo considereachraceor bal-

1Precinct213100001s the precinctfor the ClaremontHotel, siteof the
IEEE Symposiunon SecurityandPrivagy.



lot measurever 13 hoursof polling time, this allows for a
maximumof 104voters.For safety wetriple thatguessand
assumeherearea maximumof 300 votersper voting ma-
chine. In contrastanecdotakvidencesuggestshata busy
machinemight receive 100-150votesat most.

We usea unarycounterto represeneachraceor option
in ameasureFor theexampleballot, we will use31+ 2£
20 = 71 unarycounterspnefor every choice. Recallthat
incrementinga unary counterusesonebit. We mustsize
the unary counterto be larger thanthe maximumnumber
of expectedvoters;in our case,a total of 71 £ 300-8 Y4
2:60KB sufces.

Of course,for eachof the 9 races,the voter is free to
write in the candidateof their choice. A write-in consists
of the candidates name(30 characterdong) aswell asa
unary counter(300=8 ¥ 38 bytes)for a total of 68 bytes
perdistinctwrite-in. We storeeachracein a separatelata
structure,so a write-in for a candidatein oneracecannot
be linkedto any othervotesin thatraceor ary otherrace.
This provides subliminal-freedonmeven in the presenceof
write-ins.

Note that the number of distinct write-in candidate
names(ignoring multiplicity) is likely to be signi cantly
lessthanthetotal numberof write-in votes(including mul-
tiplicity), sinceseveral peoplemay write in the samecan-
didate. Obtainingdataon the numberof distinct write-ins
in actualelectionsss tricky, though.Publisheddatafor this
electionindicatesa 0.6%write-in ratefor eachof thelocal
races. The data,however, is incomplete. In particulay no
datawasavailable on write-insin nationalraces;also, the
dataavailableto us did not provide the numberof distinct
write-ins. If we make the assumptiorthatthe write-in rate
is uniform acrossall DREs, we would expecteachraceto
have fewer than 0.6% distinct write-ins. Electionadmin-
istratorsmustbe preparedhowever, for signi cantly more
write-ins.

In Figure 3 we display a graphcomparingthreeof our
construction& Thecostis almostentirelydependenonthe
maximumnumberof distinct write-ins per racethat elec-
tion of cials needto be preparedfor: the greaterthe de-
siredwrite-in capacity the more chipsthe DREsneed. In
comparisonthe costfor storingregular candidategor re-
peatedwrite-in votesfor a single candidate)s negligible.
Using randomplacementables,the entire electioncan t
on asingle4MBit chip, evenwith 50 distinctwrite-ins per
race. If electionworkersusea copyover list instead,only
two suchchipsarerequiredto achieve the samecapacity
For our cost estimateswe use the 4MBit OTP EPROM
chip describedn Section2 at a costof $2.75perchip. No-
ticethatthis providesatremendouslegreeof over-capacity:

2Wwith the lexicographic chaining table, there is a small chanceof
bucket over ow. Therefore for this schemewe choosetable andbucket
sizessothatthe probability of bucketover ow is nomorethan2i 30,

T
— Copyover list

— - Random placement

Cost in dollars

0

. . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50
Max distinct write-ins per race

Figure 3. Cost estimates for a single voting
machine. Cost is a step function because
we assume that storage must be purchased
in increments of a 4 megabit chip. Note the
expected number of distinct write-ins is less
than 1 per race, so costs remain reasonab le
even if the actual number of write-ins far ex-
ceeds the expected number.

absenta denial of serviceattack, it would be rare to en-
counteraracethatreceved50write-ins(whichcorresponds
to half the expectednumberof voters),let alone50 distinct
write-in names.Tamperevidenceis provided by writing a
Manchesteencodedhecksunof thechipasawholeatthe
endof the election,aswe detailin the full version,andso
requiresonly a smallamountof overheadwhich we factor
into our calculations.

Eventhoughthe copyover list exhibits quadraticasymp-
totic behaior, it performswell in the voting application.
Lexicographichashchaining,eventhoughit featuresetter
asymptoticsmust over-provision spacefor mary distinct
valueshashingto the samevalue; to obtaina suitablylow
chanceof exhaustinghespacén onehashbucketinducesa
high constantvaluethatis hiddenin the asymptoticbeha-
ior.

The costsfor using the randomplacementtablesor a
copyover list comparefavorably with the costof anoptical
scanballot. Opticalscanballotscancost$0.10to $0.30per
voter[14]; securelystoringballotson a DRE usingour se-
curevote storageechniquegostlessthan$0.05pervoter.

5 RelatedWork

Miccianciode ned thebasicproblemof privacy for data
structuresand gave a constructionof “oblivious trees”[8].
NaorandTeaguextendedhe notionandgave severalcon-
structionsjncludingthe priority hashchainingconstruction



thatwe build on[11]. Hartlineetal. improved severaldata
structuresand studiedrelaxationsof the history indepen-
dencerequiremen{3]. Irani, Naor, andRubinfeldshaved
that a Turing Machinewith write-oncepolynomial space
decidesxactly thelanguagesn theclassP [4]; our PROM
modeldiffersin thatmultiple writesareallowed,solong as
thenew valuecanbeobtainedby ipping 1sto 0s. Shamos
independentlyproposedisinga hashtablewith unarycoun-
tersfor storingvotesin a history-independenhannef13],
althoughShamos schemealoesnot achieve perfecthistory
independenceThereis alsoa large body of work on im-
plementing le systemswith solid state storage,suchas
ash memory Gal and Toledo suney this work, and Ni-
ijima givesanin-depthreportona ash memoryle system
thataddressesngineeringssuesve discussabore [12, 2].

6 Conclusions

We have describedconstructiongor datastructuresuit-
able for vote storageon electronicvoting machines. Our
techniquesexploit commodity hardware, so that the con-
sumablescost for an election is reasonable. Our vote
storagemodule provides a history-independentfamper
evident,durable andsubliminal-freerepresentatiomethod
to securelyrecordballotsin anisolatedmodule. We be-
lieve that a vote storagemodulewith thesepropertieswill
simplify the designof DRE voting systemsand ultimately
enhancehepublic's con dencein them.
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